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Introduction
This document describes integration with Google as the identity provider.

For information on configuring Google for SAML SSO, refer to the following articles.

https://support.google.com/a/answer/6087519

https://support.google.com/a/answer/2463723

Adding a SAML Application

Log into Google as an administrator.

https://admin.google.com/

Select Apps.

<«

"

= Google Admin e

© Admin console x o+

C @ admingooglecom

Admin Console

Users »~

Add a user
Delete a user
Update a user's name or email

Create an alternate email address (email alias)

Groups
Create groups for mailing lists and applying
policies

Account settings
Manage your organization's profile and
preferences

Reports
Manage your organization's user and admin
activity

Admin roles
Assign roles o control permissions for the
Admin Console

Search for users, groups or settings

Billing ~

Manage subscriptions

Payment accounts

Gel more services

Apps
Manage web and mobile app access and
settings

Organizational units
Organize users into units for applying
policies

Buildings and resources

Manage and monitor your buildings, rooms,

and resources

Data migration
Manage your data from other products or
services

Tools

‘ Domains ~

[E] Google Workspace Status Dashboard

Manage domains 3] Data Export
Transfer tool for unmanaged users

Google Meet video setup

Get help from a partner

The Google Workspace Referral
Program

(3]
°
@ Google Workspace Marketplace
»
@

Devices
[ Manage devices and secure your
organization's data

Security
¥ Configure security settings, and view alerts
and analytics

@ Rules

Manage rules to set alerts and actions

o Support

Connect with the Help Assistant

Select SAML apps.


https://support.google.com/a/answer/6087519
https://support.google.com/a/answer/2463723
https://admin.google.com/
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© Apps - Admin Console x o+ o - o X
<« C & admin.google.com/ac/apps P °
= GOOg'e Admin Q  Search for users, groups or settings
Apps
Google Workspace | Additional Google ~ Web and mobile apps 1 Google Workspace
s services < - Marketplace apps [
Senole Workspece Cote sevvices Blogging, photos, video, social tools and Manage SAML, Android and i0S apps Add and manage third party apps
more
11 SERVICES 56 SERVICES 2 APPS NO SERVICES MANAGE

SAML apps

Manage SSO and User Provisioning

2 SERVICES

Google Workspace core services are governed by your Google Workspace agreement,
Additional Google services are not governed by your Google Workspace agreement, and other terms apply. Learn more.

Click Add App > Add custom SAML app.

Specify an application name. This is for display purposes only.

© Admin console - Web and mobi' X +

& = C @ admingoogle.com/ac/apps/unified T o

X Add custom SAML app

© rvdeis @ [:] (-]

App details

Enter details for your custom SAML app. formation is shared with app users. Learn more
ExampleServiceProvider

App icon

Attach an app icon. Maximum upload file size: 4 MB

CAnCE m
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Download the IdP metadata or take note of the configuration settings. This is used to configure
the service provider.

© Admin console - Weband mobi. X == o - (=] X
& > C & admingooglecom/ac/apps/unified * @ :
X Add custom SAML app
To configure single sign-on (SSO) for SAML apps, follow your service provider's instructions. Learn more

Option 1: Download IdP metadata

DOWNLOAD METADATA

OR
Option 2: Copy the SSO URL, entity ID, and certificate
SSO URL
accounts.google.com/o/saml2/idp?idpid=C03kl4l11 Un}
Entity ID
accounts.google.com/o/saml2?idpid=C03kl4111 n]
Certificate
Google_2026-4-21-212125_SAML2_0 0 s
Expires Apr 22,2
b
b2dsZSBGb3IgV29yazEL MAKGATUEBHM
SHA-256 fingerprint
50:95:60:01:24:11:18:39:89:82:27:AA:11:82:F1:BD:46:8C:46:8C:3D:70:34;12:9F:30:E0:AE:98:2E:F C:5A o

Specify the service provider details.
The assertion consumer service URL is where the SAML response is received.
For example:

https://127.0.0.1:44360/SAML/AssertionConsumerService

Note that Google doesn’t permit localhost URLs.
The entity ID is the service provider name.
For example:

https://ExampleServiceProvider



https://127.0.0.1:44360/SAML/AssertionConsumerService
https://exampleserviceprovider/
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© Admin console - Web and mobil X 4 ~] - a x

€« > C & admin.google.com/ac/apps/unified o« o

X Add custom SAML app

Service provider details

To configure single sign on, add service provider details such as ACS URL and entity ID. Learn more

https://127.0.0.1:44360/SAML/AssertionConsumerService

https://ExampleServiceProvider

O

Name ID

Defines the naming fo sported by the identity provider. Learn mare

UNSPECIFIED

Basic Information > Primary email

ek CAnCE: m

Attribute mappings may be specified if required.

© Admin console - Web and mobil X 4 ~] - a x

€« > C & admin.google.com/ac/apps/unified o« o

X  Add custom SAML app

@ #epcetails @) Google Identity Provider detail: () Service provider details (@) Attribute mapping

Attributes

Add and select user fields in Google Directory, then map them to service provider attributes. Attributes marked with * are mandatory. Learn more

Google Directory attributes App attributes

ADD MAPPING

BACK CANCEL FINISH

Ensure the application is turned on for everyone.
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© Service Status - Admin Console X 4

© - o x
€« C @ admingoogle.com/ac/settings/serviceonoff?aid=834451531347 * @
Google Admin Q,  Search for users, groups or settings
Apps > Web and mobile ExampleServiceProvider > Service Status
. . Showing settings for users in all organizational units
ExampleServiceProvi
der
Service status A
All users in this account Service status
@ ON for everyone
Groups () OFF for everyone
Organizational Units A (i I 0 24 houre | oll usere
CANCEL SAVE
~ componentspace.com
Walting for play.google.com...
The SAML configuration is complete.
© SAML app details - Admin consc X =4 ~] - a x

<«

App!

&

B

c

Google Admin Q

s > Web and mobile

SAML

ExampleServiceProvide

TEST SAML LOGIN

DOWNLOAD METADATA

DELETE APP

Search for u:

ExampleServiceProvider

@ admin.google.com/ac/apps/saml/855192091945

, groups or settings

User access

To make the managed app available to select users, choose a group or organizational unit. Learn more

View details

ON for everyone

Service provider details

Certificate ACS URL
le_2026 L2_0 hittps://127.0.0.1:44360/SAML/As:
re: rvice

SAML attribute mapping
SAML attribute mapping isn't configured
Map Google directory user profile fields to SAML service provider attributes. Learn more

Configure SAML attribute mapping

Entity ID
https:

sumerSe ExampleSer
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Service Provider Configuration
The following partner identity provider configuration is included in the example service
provider’s SAML configuration.

<PartnerldentityProvider
Name="https://accounts.google.com/o/sam|2?idpid=C03kl4l11"
Description="Google"
SingleSignOnServiceUrl="https://accounts.google.com/o/saml2/idp?idpid=C03kl4l11">
<PartnerCertificates>

<Certificate FileName="Certificates\google.cer"/>

</PartnerCertificates>

</PartnerldentityProvider>

Ensure the PartnerName specifies the correct partner identity provider.

<add key="PartnerldP" value="https://accounts.google.com/o/saml(2?idpid=C03kl4111"/>

SP-Initiated SSO

Browse to the example service provider and click the button to SSO to the identity provider.

Provider X 4 5 =
< C @ localhost:44360 T

Home About Contact Register Login

Example Serwce Prowder

example demonstrates using the ComponentSpace SAML \ brary to enable SAML single sign-on as the service

SSO to the Identity Provider

www.componentspace.corr

Log into Google.
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G Sign in - Google Accounts x  + o =] b3
< (s @ accounts.google.com/signin/v2/challenge/pwd?passive=1209600&continue=https%3A%2F%2Faccounts.google com%2Fo%2Fsam|2%2Fidp%3Ffrom_login%3D1%26zt%3DChRaVk5rR203WERfd3hXbX i &
Google
HiJoe

@ jceuser@componentspace.com v

[0 show password

Forgot password? =3

English (United States) = Help  Privacy  Terms

The user is automatically logged in at the service provider.

1/ Home - Bxample Service Provider X =+

€« C @ 1921681.4:45456 v @ e

Home About Contact Hello joeuser@componentspace.com!  Logout

Example Service Provider

This example demonstrates using the ComponentSpace SAML v2.0 library to enable SAML single sign-on as the service
provider.

www.componentspace.com

|dP-Initiated SSO

Browse to Google and login.
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example:

https://myaccount.google.com

Click the Apps button to show the applications.

Select the example service provider.

(0]

e &> 0

m

G Google Account x o+
{4 C & myaccountgoogle.com
Google Account Q

Home

Personal info

Data & personalization

Security

People & sharing

Payments & subscriptions

@ About

vacy__ Terms Haln

ahout
e tutm_source=0G!

Manage your info, privacy, and security to make Google work better for you. Learn more

Privacy &
personalization

See the data in your Google Account
and choose what activity is saved to
personalize your Google experience

Manage your data & personalization

Account storage

Your account storage is shared across
Google services, like Drive, Gmail, and
Photos

0GB of 15 GB used

Manage storage

Welcome, Joe User

3

| aokina for something else?
_medium=a...

Security issues found

Protect your account now by resolving
these issues

Secure account

Privacy suggestions
available

Take the Privacy Checkup and choose
the settings that are right for you

Review suggestion (1)

@

a

Keep

|

Earth

<!

Travel

Classroom

@

Jamboard

Collections

Cloud Print

= a X

* @ :

# @
(Y

Cloud Sea

Podcasts

ExampleS.

More from Google Workspace

Marketolace

The user is automatically logged in at the service provider.



https://workspace.google.com/
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G Google Account X | Home - Example Service Provider X 4= o
<« (6 & 1921681445456
Home About Contact Hello joeuser@componentspace.com!  Logout

Example Service Provider

This example demonstrates using the ComponentSpace SAML v2.0 library to enable SAML single sign-on as the service
provider.

Wwww.componentspace.com

SAML Logout
Google doesn’t support SAML logout.



